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Executive Summary
While there are many components and technologies that IT must bring together to deliver value to 

WKHLU�KRVW�RUJDQL]DWLRQ�� WZR�WKLQJV�DUH�FOHDU�²�ÀUVW�� ,7·V�FRUH�YDOXH� LV� LQ�SURYLGLQJ�DSSOLFDWLRQV�DQG�
services, and second, all of  them are delivered to users, customers, and partners over some network. 

Consequently, any strategy for managing the network infrastructure must include a direct understanding 

of  how well the network is playing its role in application and service delivery. This is the realm of  

Application-aware Network Performance Management (ANPM), and it is essential to understand the 

primary requirements for such systems in order to adequately evaluate and select tools and products 

WKDW�ZLOO�EHVW�PHHW�WKH�QHHG��7KLV�SDSHU�UHYLHZV�WKH�FKDOOHQJHV�WKDW�$130�VROXWLRQV�DUH�EHVW�ÀW�WR�
DGGUHVV��ZKLFK�TXDOLWLHV�DQG�FDSDELOLWLHV�DUH�RI �PRVW�LPSRUWDQFH��DQG�KRZ�RQH�DOWHUQDWLYH��5LYHUEHG·V�
Cascade Solution, stacks up.

Network Performance Management 2011
We stand at the dawn of  a new renaissance – the return to prominence of  networking and network 

management. The relentless pace of  growth in applications and services and new technologies, such 

as server virtualization and Cloud, are culminating to make networks even more critical than before, 

and the stakes have never been higher. Complex, multi-tiered, and geographically distributed networks 

DUH�WKH�FLUFXODWRU\�V\VWHP�HQWUXVWHG�WR�GHOLYHU�DSSOLFDWLRQV·� OLIHEORRG�WR�EXVLQHVVHV�DQG�JRYHUQPHQW�
agencies. While many technology elements must come together to make it all work smoothly, virtually 

all applications of  any value will be delivered over one or more (usually many) network links.

Applications and IT services are essential in most modern business and government settings, and 

if  there is any disruption, regardless of  the reason behind it, business processes and operations can 

rapidly grind to a standstill. Much focus over the years has been placed on availability of  network, 

systems, and applications, but as fault-tolerant and load-balanced 

architectures have become commonplace to reduce availability risk, the 

battlefront has evolved to focus on performance. Recent ENTERPRISE 

MANAGEMENT ASSOCIATES® (EMA™) research (Network 
Management and the Responsible, Virtualized Cloud, Feb 2011) indicates that 

network and application performance management are the top concerns 

among those who have deployed server virtualization and Cloud 

services, both in terms of  management/monitoring work activities and 

management tools readiness.

The cost of  IT service downtime has been often calculated, and ranges from thousands to millions of  

GROODUV�SHU�KRXU��EDVHG�RQ�VSHFLÀF�EXVLQHVV�W\SH�DQG�PRGHO��EXW�WKH�FRVW�RI �SHUIRUPDQFH�GHJUDGDWLRQ�
LV�RIWHQ�QRW�ZHOO�TXDQWLÀHG��$QG�\HW��GHJUDGDWLRQV�LQ�SHUIRUPDQFH�DUH�IDU�PRUH�FRPPRQSODFH�DQG��
FROOHFWLYHO\��FDQ�EH�HTXDOO\�DV�GDPDJLQJ�WR�SURGXFWLYLW\��DQG�SURÀWDELOLW\��DV�WKH�RFFDVLRQDO�WUXH�RXWDJH��
Best practices indicate that organizations should track degradations and formulate/calculate outage 

“equivalencies” as a means for understanding frequency and impact on organizational productivity.

So how can IT planning and operations teams prepare themselves to best deal with performance 

monitoring, management, and optimization? One essential element for success lies in establishing 

YLVLELOLW\�LQWR�WKH�HEE�DQG�ÁRZ�RI �DSSOLFDWLRQV�DQG�VHUYLFHV�DV�WKH\�WUDYHUVH�WKH�QHWZRUN��6XFK�YLVLELOLW\�
must provide detailed insight into all activity, meaning all users/customers and all applications/

services, as they come together for delivery across all parts of  the delivery infrastructure. Performance 

Network and application 
performance are top 

concerns for those deploying 
server virtualization 
and Cloud services
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monitoring technologies thus need to provide both depth as well as breadth in data collection, coupled 

with abilities to scale, easily accommodate change, and provide both automated analysis as well as 

facilitated sharing of  actionable operations insights and intelligence. Such enhanced, granular visibility 

opens the door to the second half  of  the equation: control and optimization.

Rich, application-aware network performance visibility holds great 

potential for dealing with the performance battle. Clear understanding 

of  exactly what comprises network usage is essential in accelerating 

troubleshooting, informing capacity planning, and prioritizing actions 

WR� DGGUHVV� H[LVWLQJ� RU� SRWHQWLDO� SHUIRUPDQFH� LVVXHV�� 7KHVH� HIÀFLHQF\�
LPSURYHPHQWV�FDQ�WUDQVODWH�LQWR�GLUHFW�EXVLQHVV�EHQHÀW��WKURXJK�UHGXFHG�
time to identify, diagnose, and correct performance degradations, known 

as MTTR (Mean Time to Restore/Repair), as well as longer periods of  

sustained high performance between degradations, known as MTBF (Mean Time Between Failures/

Degradations). With the cost of  downtime and degradation commonly running into six and seven 

ÀJXUHV�SHU�KRXU��HYHQ�VLJQLÀFDQW�LQYHVWPHQWV�LQ�DGYDQFHG�$130�FDQ�TXLFNO\�VKRZ�VHYHUDO�PXOWLSOHV�
of  returns. 

Priorities for Application-Aware Network Performance 
Management
In a world of  many options for ANPM tools, technologies, and solutions, it is incumbent upon IT 

SODQQLQJ�DQG�RSHUDWLRQV�WHDPV�WR�ÀUVW�XQGHUVWDQG�ZKLFK�DVSHFWV�RI �WKH�LQIUDVWUXFWXUH��DSSOLFDWLRQV��
and services they provide to their host organization carry the greatest business priority and business 

value. With that in hand, it is possible to evaluate the value that various products can offer and compare 

total cost of  product ownership with total value delivered to their organization. The next step is to 

ZRUN�WKURXJK�WKH�YDULRXV�VROXWLRQV�LQ�WKH�PDUNHWSODFH�DQG�ÀJXUH�RXW�ZKLFK�LV�EHVW�DOLJQHG�WR�WKRVH�FRVW�
and feature/capability priorities.

,Q�RUGHU�WR�DVVXUH�WKDW�D�VROXWLRQ�FDQ�GHOLYHU�WKH�LQVLJKWV�DQG�LQWHOOLJHQFH�UHTXLUHG�IRU�WRGD\·V�G\QDPLF�
environments, there are a number of  key requirements categories that should be considered. EMA 

recommends considering the following as a structure for assembling requirements around ANPM:

Getting Started – Seeing the Haystack
ANPM solutions on a large network can create a huge haystack of  performance data. None of  the 

SRWHQWLDO�YDOXHV�RI �DQ�$130�DSSURDFK�FDQ�EH�IXOO\�UHDOL]HG�ZLWKRXW�ÀUVW�JHWWLQJ�RQH·V�DUPV�DURXQG�
the big picture. In this case, that translates into several key capabilities at the platform level that are 

essential for everything else. In particular, an APNM solution must support the following:

�� %URDG�LQVWUXPHQWDWLRQ�DQG�GDWD�VRXUFH�RSWLRQV – There are three primary types of  ANPM data 

VRXUFHV��)LUVW��WKHUH�DUH�ÁRZ�UHFRUGV��VXFK�DV�1HW)ORZ��-ÁRZ��V)ORZ��DQG�,3),;��ZKLFK�GRFXPHQW�
each application or service “session” including details of  who talked to whom, using which 

applications and protocols, for how long, and in what quantity. Second, there are direct/passive 

SDFNHW�LQVSHFWLRQ�PRQLWRUV�WKDW�ORRN�DW�DOO�RI �WKH�ELWV�WUDYHUVLQJ�WKH�QHWZRUN�DQG�DVVHPEOH�D�ÀQH�
JUDLQHG�HTXLYDOHQW�WR�ÁRZ�UHFRUGV��EXW�DOVR�DGGLQJ�QHWZRUN�OD\HU�KHDOWK�YLVLELOLW\�DQG�UHVSRQVH�
time metrics. And third, there are synthetic test agents, such as IP SLA, which can continuously 

check the responsiveness and availability of  infrastructure elements as well as essential applications 

Application-aware network 
performance visibility holds 
great potential for dealing 

with the performance battle

http://www.enterprisemanagement.com


Page 3 ©2011 Enterprise Management Associates, Inc. All Rights Reserved. | www.enterprisemanagement.comPage 3 

The Riverbed Cascade Solution: Application-Aware  
Performance Management for Enterprise Networks  

and services, regardless of  whether or not they actively being used. All three have something to 

RIIHU��EXW�WKH�EXON�RI �YDOXH�LV�EXLOW�DURXQG�W\SHV�RQH��ÁRZ��DQG�WZR��SDFNHWV���VR�VXSSRUW�RI �WKRVH�
two is very important, and additional support for the third (synthetic test) is an added bonus, 

although it involves a tradeoff  in terms of  deployment complexity. 

�� $ELOLW\�WR�GLVFRYHU�ZKDW·V�RXW�WKHUH – No one can get far in understanding application performance 

DFURVV� WKH� QHWZRUN�ZLWKRXW� EHLQJ� DEOH� WR� UHFRJQL]H� DQG� FDWHJRUL]H� WUDIÀF� FRQVWLWXHQFLHV�� 7KLV�
is important from both an initial deployment perspective as well as on an ongoing basis, and 

should include not just protocols, but the ability to use combinations of  information (such as port 

JURXSLQJV��85/V��DQG�,3�DGGUHVVHV��WR�XQLTXHO\�GHÀQH�DQG�WUDFN�HDFK�WUDIÀF�FRQWULEXWRU��)XUWKHU��
the ability to map and organize applications and source/destination locations in ways that parallel 

WKH�VHUYHG�RUJDQL]DWLRQDO�RU�/LQH�RI�%XVLQHVV�VWUXFWXUH�DUH�SDUWLFXODUO\�EHQHÀFLDO�

�� $ELOLW\�WR�VFDOH�²�0RRUH·V�/DZ�KDV�D�FRUROODU\�WKDW�JRHV�VRPHWKLQJ�
OLNH�WKLV��,I �\RX�EXLOG�D�ELJJHU�SLSH��WKH\�ZLOO�ÀOO�LW��6FDOH�LQ�$310�
VROXWLRQV�LV�GULYHQ�LQ�WZR�ZD\V�²�ÀUVW�E\�WKH�QHHG�WR�GUDZ�SHUIRUPDQFH�
data from hundreds or thousands of  sources, and second by the 

fact that some of  those sources need to keep up with fast growing 

network technology data rates. In large enterprises, this means 

JDWKHULQJ� ÁRZ� UHFRUGV� IURP� KXQGUHGV� RI � WKRXVDQGV� RI � QHWZRUN�
interfaces and handling the mainstream shift to 10Gbps Ethernet 

core networks for packet inspection approaches.

�� $ELOLW\� WR�HDVLO\�QDYLJDWH� WKH�GDWD – All performance monitoring systems, and ANPM is no 

exception, can accumulate large stores of  raw and processed metrics. Cases in large enterprises are 

QRW�XQFRPPRQ�ZKHUH�ÁRZ�UHFRUGV�DUH�FRXQWHG�LQ�´ELOOLRQV�SHU�ZHHNµ�DQG�IRUHQVLF�SDFNHW�GDWD�
stores in the tens or hundreds of  terabytes. The key challenge presented here is in organizing all 

of  that data and facilitating navigation through these immense haystacks of  data in ways that allow 

RSHUDWRUV�WR�HIÀFLHQWO\�FRQGXFW�DQDO\VLV�DQG�GHPRQVWUDWH�DQG�VKDUH�WKH�UHVXOWV�RI �WKHLU�ÀQGLQJV�
and actions. 

Monitoring - Keeping an Eye on the Haystack 
Once coverage and a capable platform for ANPM is in place, the next phase of  use will be applying 

the solution to monitoring performance and activity within the network. Traditionally, this has mostly 

taken the form of  long-term, off-line trending and tracking, but increasingly the emphasis is shifting 

WRZDUGV�UHFRJQL]LQJ�DQG�DOHUWLQJ�RQ�SHUIRUPDQFH�LVVXHV�LQ�RU�QHDU�UHDO�WLPH��6SHFLÀF�QHHGV�SUDFWLFHV�
in this regard include:

�� 'DVKERDUGV – With the large volumes of  data and metrics to be kept track of  in an ANPM 

VROXWLRQ�� D� VWURQJ� \HW� ÁH[LEOH� VHW� RI � RSHUDWLRQV� GDVKERDUGV� DUH� HVVHQWLDO�� ,GHDOO\�� WKHVH� VKRXOG�
SURYLGH�D�PHDQV�IRU�FXVWRP�GHÀQLWLRQ�RI �YLHZV�WKDW�FDQ�EH�WXQHG�WR�LQGLYLGXDO�RSHUDWRUV·�WDVNV�RU�
UHVSRQVLELOLWLHV��RU�DOLJQHG�ZLWK�VSHFLÀF�VXEVHWV�RI �WKH�PDQDJHG�HQYLURQPHQW�RU�XVHU�FXVWRPHU�
population. Finally, an ability to organize performance data according to application or service 

helps tremendously in aligning awareness, visibility, and actions to business priorities.

�� 3HUIRUPDQFH�$OHUWV� DQG�$ODUPV – All performance management systems will provide some 

If you build a bigger pipe, 
WKH\�ZLOO�¿W�LW��$130�

solutions must scale to 
mirror the mainstream 

shift to 10Gb
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PHDQV�RI �UDLVLQJ�DOHUWV�RU�DODUPV�ZKHQ�WUDIÀF�H[FHHGV�H[SHFWDWLRQV��EXW�WRGD\·V�$130�VROXWLRQV�
need to do more than that. There should be support for fully automated thresholds, which 

UHFRJQL]H� QRUPDO� YDULDWLRQV� DQG� SDWWHUQV� LQ� WUDIÀF� RYHU� WLPH�� DV�ZHOO� DV� UHFRJQL]LQJ� WKDW� HDFK�
ÁRZ��DSSOLFDWLRQ�VHUYLFH�W\SH�DQG�VRPHWLPHV�FRQVXPHU�XVHU�FRQVWLWXHQF\��FDQ�EH�XQLTXH�LQ�ZKDW�
would be considered normal or abnormal. 

�� $GYDQFHG�$QDO\WLFV – The key to moving from reactive operations towards proactive operations 

requires that an ANPM system tell you not only what has gone wrong, but also what is soon likely 

WR�JR�ZURQJ��7KLV�PHDQV�LQWHOOLJHQW�DQDO\VLV�RI �SHUIRUPDQFH�PHWULFV�WR�ÀQG�DEQRUPDO�SDWWHUQV�
of  activity and early signs of  problematic trends, and sorting out the true indicators from the 

noise. Additional automated analysis that points out the likely source of  and likely solution to a 

performance issue is a big bonus here.

Troubleshooting – Finding the Needle in the Haystack 
When performance issues do arise, and they inevitably will, it matters less whether the source is an 

escalation from the help desk or a proactive intelligent early warning alert – operators need a means 

to quickly assess an incident and get to the root cause as quickly as possible. ANPM systems are in an 

H[FHOOHQW�SRVLWLRQ�WR�KHOS�ZLWK�WKLV�SURFHVV��DQG�IROORZLQJ�DUH�VSHFLÀF�FDWHJRULHV�RI �FDSDELOLWLHV�WKH\�
should offer in support:

�� &RPSOHWH�'DWDVHW – This is where the need for depth, in addition to breadth, becomes especially 

important. Having layered data with various levels of  detail is extremely helpfully in localizing 

potential sources of  issues and then diagnosing them properly. The source of  the problem often 

ZRQ·W�WXUQ�RXW�EH�QHWZRUN�LWVHOI��EXW�VRPHWKLQJ�DWWDFKHG�WR�WKH�QHWZRUN�RU�WKH�ZD\�LQ�ZKLFK�DQ�
application is behaving as it traverses the network. And sometimes, particularly for those most 

subtle and thorny of  performance degradation issues, the ability to get down to and closely inspect 

SDFNHW�OHYHO�GHWDLOV�LV�WKH�RQO\�ZD\�WR�ÀJXUH�RXW�H[DFWO\�ZKDW�LV�JRLQJ�RQ��

�� 7RS�GRZQ��6PRRWK�:RUNÁRZV – Because of  the huge volumes of  

performance data (particularly with packet-based approaches), the 

most important attribute of  an ANPM system for troubleshooting 

is the ability to present data in a top-down manner, so analysis can 

start at a macro level and proceed into successive layers of  detailed 

information, in context, and as needed, but only going as deep as 

is absolutely necessary. This can easily make the difference between 

recognizing and isolating an issue within a few minutes versus 

hours of  tedious low-level analysis, hunting and pecking through 

packet traces. 

�� %HIRUH�DQG�$IWHU – As part of  both planning and troubleshooting processes, historical views 

should evidence trending as well as comparisons of  performance before and after attempts 

have been made at remediation. This provides the conclusive results often needed to close out 

performance problem investigation tasks, particularly if  multiple iterations have occurred to try 

YDULRXV�À[HV�

�� $LGV�IRU�WKH�+HDYLHVW�/LIWLQJ – When troubleshooting does take you down to the packet level, 

LW� LV� LQFXPEHQW� XSRQ� WKH� $130� VROXWLRQ� WR�PDNH� WKLV� DV� HIÀFLHQW� DV� SRVVLEOH�� ,Q� SDUWLFXODU��
DXWRPDWLF�ÀOWHULQJ�EDVHG�RQ� WKH� FRQWH[W� DQG� VSHFLÀF� IRFDO� SRLQWV�RI � D� WRS�GRZQ� LQYHVWLJDWLRQ�

(I¿FLHQW�WRS�GRZQ�ZRUNÀRZV�
can make the difference 

between minutes vs. hours 
when troubleshooting
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must be available to help with narrowing analysis to only those packet traces that are relevant. 

Further, packet traces can be large – the solution must allow analysis to take place where the 

FDSWXUHV�DUH�ORFDWHG�DQG�QRW�UHTXLUH�VHQGLQJ�ELJ�ÀOHV�DFURVV�WKH�QHWZRUN�WR�EH�DQDO\]HG�HOVHZKHUH��
Finally, access to packets needs to be guided and protected, so sensitive payloads are not exposed 

WR�XQTXDOLÀHG�XQFHUWLÀHG�SHUVRQQHO��

Collaboration and Lifecycle: Sharing the Results
:KLOH� $130� VROXWLRQV� ZLOO� EULQJ� JUHDW� YDOXH� DQG� HIÀFLHQF\� WR� QHWZRUN� RSHUDWRUV�� WKDW� YDOXH� LV�
compounded when those views, insights, and data can be shared with other operations and user/

customer constituencies. In particular, ANPM answers need to be able to provide the following 

capabilities in this regard:

�� )OH[LEOH�5HSRUWLQJ – The most common means for sharing ANPM data will be by means of  

SXEOLVKLQJ�:HE�EDVHG�UHSRUWV��7ZR�FDSDELOLWLHV�DUH�LPSRUWDQW�KHUH��)LUVW�LV�DQ�DELOLW\�WR�FRQÀJXUH�
regular, periodic reports to reveal how well the infrastructure is delivering applications and services 

on a constituent-by-constituent basis, aligned by business priority as well as organizational group. 

6HFRQG�� RQ�GHPDQG�� DG�KRF� UHSRUWV� WKDW� RXWOLQH� DQG� VKRZ� GHWDLOV� DURXQG� D� VSHFLÀF� WRSLF� RU�
UHVRXUFH�RI �LQWHUHVW��RIWHQ�DOLJQHG�WR�RU�UHÁHFWLQJ�GDWD�DVVHPEOHG�LQ�D�GDVKERDUG�YLHZ��PXVW�EH�
HDV\� WR�FRQÀJXUH�DQG�SDLQOHVV� WR�XSGDWH�� VR�FURVV�IXQFWLRQDO� WHDPV�FDQ�EHVW� OHYHUDJH� WKHP�IRU�
collaborative troubleshooting.

�� ,QWHJUDWLRQ�– By directly integrating an ANPM solution with other management systems, the 

operational intelligence can be truly maximized. First and foremost, performance-based events/

alerts/alarms must be shared with event management platforms entrusted with correlation across 

multiple technology domains. Second, integration with service desk and service management 

systems can facilitate escalation and problem tracing processes. And lastly, data integration with 

LQYHQWRU\�DQG�FRQÀJXUDWLRQ�PDQDJHPHQW�V\VWHPV��VXFK�DV�&0'%�DQG�&06�VROXWLRQV��DOORZV�WKH�
ANPM system to pick up and use the same naming conventions as the rest of  the management 

stack, further improving communications across teams.

The Riverbed Cascade Solution: Built for Visibility 
In addition to its well-known WAN optimization solutions, Riverbed offers Cascade, which comprises 

DQ�HQWHUSULVH�FODVV�$130�VROXWLRQ��7KH�LQLWLDO�EDVLV�RI �WKH�&DVFDGH�VROXWLRQ�ZDV�WKH�ÀHOGHG��SURYHQ�
DUFKLWHFWXUH�RI � WKH�&DVFDGH�3URÀOHU�DQG�&DVFDGH�*DWHZD\�SURGXFWV� IRU�ÁRZ�UHFRUG�FROOHFWLRQ�DQG�
analysis, based on technology assets that Riverbed acquired from Mazu Networks. In 2010, the solution 

ZDV�VLJQLÀFDQWO\�H[SDQGHG�E\�DGGLWLRQ�RI �WKH�&DVFDGH�3LORW�DQG�6KDUN�
products, which add packet-based ANPM data sources and investigative 

analysis features, and which joined the product family following 

5LYHUEHG·V�DFTXLVLWLRQ�RI �&$&(�7HFKQRORJLHV��7KHVH�SURGXFWV�KDYH�EHHQ�
WLJKWO\� LQWHJUDWHG� IURP�ERWK�D�ZRUNÁRZ�DQG�GDWD�SHUVSHFWLYH�� DQG� WKH�
solution thus offers the ability to bring together the two most important 

IRUPV�RI �$130�VRXUFH�GDWD��ÁRZ�UHFRUGV�DQG�SDFNHW�LQVSHFWLRQ��LQWR�
a contiguous solution. Functional capabilities are delivered in a scalable, 

distributed manner that supports a majority of  optimal priorities for 

ANPM solutions as outlined above. Following is an assessment of  how 

it stacks up against each category:

The integration of 
CACE Technologies into 

Riverbed’s Cascade 
VROXWLRQ�VLJQL¿FDQWO\�

H[SDQGHG�$130�FDSDELOLWLHV�
and completeness
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Platform 
5HFRJQL]LQJ� WKH� LPSRUWDQW� FRPSOHPHQWDU\� QDWXUH� RI � WKH� ÁRZ� DQG� SDFNHW� GDWD� VHWV�� WKH� &DVFDGH�
solution organizes ANPM data that is collected and analyzed within the system into four categories:

1. Packet – full, sub-second granularity, captured in large volumes, stored on the Shark appliance 

for relatively short periods of  time

2. 0LFURÁRZ� ²� VHFRQG�E\�VHFRQG� PHWDGDWD� GHULYHG� IURP� SDFNHW� LQVSHFWLRQ�� XVHG� IRU� GHWDLOHG�
analysis and as a contextual guide into packet data, also stored on the Shark appliance

3. Flow – minute-by-minute resolution, used to drive dashboards and real-time snapshot reports, 

NHSW�LQ�WKH�3URÀOHU�GDWDEDVH

4. 0DFURÁRZ�²����PLQXWH�VXPPDUL]HG�SHUIRUPDQFH�GDWD��XVHG�WR�GULYH�EHKDYLRUDO�DQDO\VLV�DV�ZHOO�
DV�ORQJ�UDQJH�WUHQGLQJ��FDOFXODWHG�DQG�XVHG�E\�&DVFDGH�3URÀOHU�DQG�VWRUHG�LQ�WKH�GDWDEDVH�RYHU�
long periods of  time

The Cascade solution is designed for high scale across both ANPM data source types, supporting 

FROOHFWLRQ�RI �PLOOLRQV�RI �ÁRZV�PLQXWH�YLD�GLVWULEXWHG�ÁRZ�FROOHFWRUV�SOXV���*ESV�VSHHGV�IRU�SDFNHW�
EDVHG�PRQLWRULQJ��'LVFRYHU\� FDSDELOLWLHV� LQFOXGH� UDSLG� UHFRJQLWLRQ� RI � ÁRZV� DQG� JXLGHG�� RSHUDWRU�
HQDEOHG�GHÀQLWLRQ�RI �QHZO\�UHFRJQL]HG�DSSOLFDWLRQV�DQG�VHUYLFHV��7KH�IRXU�WLHU�GDWD�DUFKLWHFWXUH�DQG�
contextual UI navigation facilitates easy traversal through the resulting large performance data stores.

Monitoring
The Cascade solution offers multiple levels of  monitoring, with intelligent proactive alerting at the 

0DFURÁRZ�OHYHO��ZKHUH�&DVFDGH�3URÀOHU� LV�GHSOR\HG��DV�ZHOO�DV�WUXH�UHDO�WLPH�´:DWFKµ�DOHUWV�DW� WKH�
0LFURÁRZ�OHYHO��ZKHUH�6KDUN�DSSOLDQFHV�DUH�GHSOR\HG��&DVFDGH�3URÀOHU�LQFOXGHV�D�SULPDU\�PRQLWRULQJ�
dashboard interface (see Figure 1), with the ability to track overall performance health on a service-by-

VHUYLFH�RU�DSSOLFDWLRQ�E\�DSSOLFDWLRQ�EDVLV��FRXSOHG�ZLWK�P\ULDG�FRQÀJXUDEOH�FKDUWV��WDEOHV��DQG�JUDSKV�
WR�GLVSOD\�GHHSHU�OD\HUV�RI �GHWDLOV�UHJDUGLQJ�ÁRZ�FRPSRVLWLRQV�DQG�ORFDWLRQV��DFFHVVLEOH�GLUHFWO\�RU�YLD�
context-sensitive drill-down.

)LJXUH����&DVFDGH�3UR¿OHU�6HUYLFH�+HDOWK�'DVKERDUG

http://www.enterprisemanagement.com
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Troubleshooting 
7KH� &DVFDGH� VROXWLRQ� RIIHUV� D� XQLTXHO\� SRZHUIXO�� JXLGHG� ZRUNÁRZ� SDUDGLJP� IRU� LVRODWLRQ� DQG�
troubleshooting of  performance issues, made possible via its combination of  performance data 

VRXUFHV�� 7KH� IRXU�WLHU� GDWD� LV� XVHG� LQ� UHYHUVH� RUGHU� WR� SURYLGH� WRS�GRZQ�� HIÀFLHQW� LQYHVWLJDWLYH�
ZRUNÁRZV�IRU�WULDJLQJ��LVRODWLQJ��DQG�GLDJQRVLQJ�SHUIRUPDQFH�LVVXHV�DQG�SUREOHPV��7LJKW�LQWHJUDWLRQ�
offers the opportunity to start from service-oriented dashboards, move down through successive layers 

of  differentiated performance information in context, and if  necessary launch packet-level analysis 

RQ�PLFURÁRZ�XVLQJ�&DVFDGH�3LORW�DQG�YLHZ�SDFNHW�OHYHO�LQIRUPDWLRQ�LQ�:LUHVKDUN��WKH�KXJHO\�SRSXODU�
network protocol analyzer. The consistent use of  context in navigation brings in details directly focused 

on the element, address, or application of  interest.

'HHS� SDFNHW� DQDO\VLV� LV� DSSOLHG� DJDLQVW� PLFURÁRZ� GDWD�� HQDEOLQJ� &DVFDGH� 3LORW� WR� H[SRVH� GHWDLOV�
UHJDUGLQJ�KRZ�DSSOLFDWLRQ�WUDQVDFWLRQV�DUH�VWUXFWXUHG�DQG�ZRUNLQJ��VHH�)LJXUH�����7KLV�PHDQV�GLIÀFXOW�
and subtle application design and protocol issues can be quickly recognized and investigated during 

troubleshooting. 

)LJXUH����&DVFDGH�3LORW�6HTXHQFH�'LDJUDP

Collaboration 
7KH�&DVFDGH�VROXWLRQ�SURYLGHV�ÁH[LEOH��RSHUDWRU�FXVWRPL]DEOH�:HE�UHSRUWLQJ��ERWK�RQ�D�VFKHGXOHG�
DQG�DG�KRF�EDVLV�� ,QWHJUDWLRQV�KDYH�EHHQ�FHUWLÀHG�ZLWK� OHDGLQJ�HYHQW�PDQDJHPHQW�V\VWHPV�� WURXEOH�
ticketing systems, and CMDB/CMS products.

EMA Perspective
At a time when operations teams, and particularly those focused on the network, are facing such 

a tremendously renewed level of  importance to the organizations they serve, careful review and 

rationalization of  management tools, technologies and practices are in order. EMA believes that 

the single most important transition that network operations can make is to embrace application 

awareness, particularly in terms of  performance monitoring and management, so that they can better 

understand, respond, and plan in ways that are consistent with the top and bottom line priorities of  

http://www.enterprisemanagement.com
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the organizations they serve. If  review indicates a need for new management tools, then requirements 

should be gathered and should, at a minimum, include considerations of  scale, richness/completeness, 

ZRUNÁRZ�HIÀFLHQF\��DQG�VXSSRUW�IRU�FURVV�WHDP�FROODERUDWLRQ�

5LYHUEHG�KDV�PDGH�VLJQLÀFDQW� LQYHVWPHQWV� LQ�DVVHPEOLQJ�DQ�DQVZHU�WR�
WKHVH�FKDOOHQJHV��,QLWLDOO\�EXLOW�DQG�ÀHOG�SURYHQ�DV�D�ÁRZ�EDVHG�DSSURDFK��
the recent acquisition and integration of  packet-based monitoring and 

analysis technologies from CACE Technologies has vastly expanded the 

VFRSH�DQG�FRPSOHWHQHVV�RI � WKH�5LYHUEHG�&DVFDGH�VROXWLRQ��5LYHUEHG·V�
commitment to maintain sponsorship of  the Wireshark open-source 

project, which was originally created by members of  the CACE team, 

gives Riverbed further street credibility in packet capture and analysis. As 

a result, the Cascade solution can now support the full scope of  requirements most enterprises will share 

for performance monitoring, troubleshooting, and reporting, with particular strengths in proactive 

behavior analytics, top-down visibility, and discovery/dependency mapping to support service-

oriented operations. Consequently, EMA considers the Cascade solution worthy of  consideration for 

any organization seeking enterprise-class, application-aware network performance management.

About Riverbed
Riverbed delivers performance for the globally connected enterprise. With Riverbed, enterprises can 

successfully and intelligently implement strategic initiatives such as virtualization, consolidation, Cloud 

computing, and disaster recovery without fear of  compromising performance. By giving enterprises 

the platform they need to understand, optimize and consolidate their IT, Riverbed helps enterprises to 

EXLOG�D�IDVW��ÁXLG�DQG�G\QDPLF�,7�DUFKLWHFWXUH�WKDW�DOLJQV�ZLWK�WKH�EXVLQHVV�QHHGV�RI �WKH�RUJDQL]DWLRQ��
Additional information about Riverbed is available at www.riverbed.com. 

About Enterprise Management Associates, Inc.
)RXQGHG�LQ�������(QWHUSULVH�0DQDJHPHQW�$VVRFLDWHV��(0$��LV�D�OHDGLQJ�LQGXVWU\�DQDO\VW�ÀUP�WKDW�SURYLGHV�GHHS�LQVLJKW�DFURVV�WKH�IXOO�VSHFWUXP�
of  IT and data management technologies. EMA analysts leverage a unique combination of  practical experience, insight into industry best practices, 

and in-depth knowledge of  current and planned vendor solutions to help its clients achieve their goals. Learn more about EMA research, analysis, 

and consulting services for enterprise IT professionals, lines of  business users, and IT vendors at www.enterprisemanagement.com or follow 

EMA on Twitter.
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